
'Open Source Intelligence' for Activists
Part 1: An outline for using computers and the 'Net for 'proactive' research

The Free Range
Activism Network

 http://www.fraw.org.uk 

 info@fraw.org.uk

  Computers and the Internet have, for more than twenty years, been 
an essential part of environmental and social activism in Britain. 
However, their use is challenged by the rise of “post-truth” politics – the 
use of an ideological- or public-relations-led approach to policy and
decision-making where facts are often not just bent, they're deliberately 
ignored.

Google is not the source 
of all knowledge

Defining the limitations of the 
'visible', 'dark' and 'deep' web

  When people want to find information 
on-line they “Google” it. Google's 
success has been that it became the 
most well-known web browser, though 
not necessarily the best for all types of 
search.
  ...and even then, people might only 
view the first page of search results!
  The reality is that Google, and many 
other search engines, are only 
presenting you with a small fraction of 
what is available on-line.
  The “visible web” – that part which 
Google and other search engines see – 
may only constitute a tenth of all the 
information which is theoretically 
available on the web (the “web” being 
that data which is read using web 
browsers).
  What stops many browsers seeing a 
large part of the web are commands 
held at the beginning of a web pages – 
usually NOINDEX or NOFOLLOW: The 
first instructs the search engine not to 
index the page; the second tells it not to 
read or follow any of the links in the 
page. By including these commands in 
the 'metadata' of the page the site 
owners prevent their content being 
indexed for public use.
  The other main method is called a 
'robots file' – which lists whole areas of 
a web site where search engines are 
asked not to access information.
  Information that is not available 
through web searches is what makes 
up the “dark web” – and it may 
constitute well-over half of the data out 
there. It's not just web pages which are 
not indexed. It's mainly made up of 
'dynamic content' locked up inside 
databases, which can't be accessed 
without knowing the code or keyword to 
get access.
  A lot of official and corporate data is 
theoretically available on-line. The 
problem is that because it is not 
indexed, you can't easily get access to 
it. For those with the right programs – in 
particular free software/Linux users – 
there are many ways you might access 
this information. Primarily this is through 
running a 'crawler' or 'spider' program 
which searches sites for hidden content.
  Finally there's the “deep web” – area 
of the Internet which require special 
browser programs to access encrypted 
content – for example, TOR. While the 
media have run scare stories recently 
about the 'threats' from the deep web, in 
fact the amount of nefarious information 
kept there is relatively small.
  Much of the 'deep'  information which 
is stored on the Internet in encrypted 
form are data files which make up 'the 
cloud' storage system.

  Facts are meaningless if they are simply ignored as a 
political inconvenience. That's what we need to adapt our use 
of the Internet and computers as information 'tools' – using 
these systems as a means to find the 'meaning' behind the 
surface layer of presented information, extracting the large 
quantities of information that of often 'hidden in plain sight'.

You don't have to be a geek to do this, but it helps...
  The obvious response to asking 
'average' people to play with computers 
and the Internet is that, “it's difficult”.
  True – if you want to be as good as the 
PR spooks monitoring campaign groups.
  The more mundane reality of this type 
of work is that many of the tools available 
to carry out information analysis are 
available as plug-ins for common web 
browsers. Other work, especially if you 
use a Linux system, can be carried out by 
simple-to-use computer programs. 
  What really makes the different from the 
point of view of community activism is 
'the network' – the fact that there are 
many people involved.

  Companies have to pay professionals 
to work full time on this practice. 
Community groups can split the load 
amongst more people – avoiding the 
need high cost servers and software.
  It can be as simple as installing a 
browser plug-in that lets you view the 
metadata of images and files in a web 
page. Or, if you have the skills, it might 
involves sharing information which you 
could put into shared databases.
  The point is that this information is just 
out there – waiting to be used. All it 
requires is some motivated people who 
are willing to find it, and who have the 
creativity to use it for their cause. 

The basis of pressure group 
politics is access to information, 
and communicating that information 
to the public so they can decide 
how to act upon it.

Right now our rights to access 
information are being restricted by cuts 
to regulators and local authorities. In 
addition the Government is seeking to 
roll-back our rights by repealing the 
Freedom of Information Act – a 
situation made worse by the Brexit 
vote, which will remove the Access to 
Environmental Information Directive 
upon which many of our rights to 
access information on the countryside, 
pollution and health are based.

Irrespective of how the regulatory 
system changes, campaign groups 
need to pro-actively source and share 
information to support campaigns. 

Today PR and security companies 
are using the Internet and software 
tools as sources of information to 
counteract social movements and 
control the media debate. They sell 
these services – called “open source 
intelligence” – on the basis that they 
can use information on the 'Net to 
influence public opinion.

That door swings both ways…
These techniques are quite simple to 

do for those with basic knowledge of 
computers and the Internet. With a 
small amount of training, many people 
could learn to source information 
which would help their campaigns.

The Free Range Network are hoping 
to recruit a group of people who we 
can train to undertake grassroots 
“data activism”. Their role would be to 
feed information to their local or 
national campaigns using those skills.

In addition, they would be able to 
develop those skills further by 
applying them to problems, and 
then sharing the results, and their 
insights, back into the Network.

Does that idea sound 
interesting to you? Would you 
like to join?



Part 2: Re-engineering “big data” 
in the 'public interest'

Re-engineering the Electoral 
Commission's public register

The Electoral Commission's on-line register 
is extremely limited. If you wanted to conduct 
an in-depth analysis of who was funding our 
political system that's not practical using the 
public interface.

The register provides details of: registered 
political and 'third' parties; a summary of the 
annual accounts for the major political parties; 
who has donated or loaned money to political 
parties and where that money was spent.

That's very useful information for 
campaigning, but for the average member of 
the public it's impossible to access that data in 
any meaningful way.

Instead the data was downloaded in its 
entirety and put into a database. Once in a 
database it can be sorted in different ways, 
and the figures added up for different parties 
and donors. That allowed the records on 
donations to be sorted not only by which 
person received donations from who, but also 
who had given what donations to politicians.

By re-engineering the data by donor rather 
than recipient it was possible to look at how 
many people were funding the political 
process, and to what extent. This information 
is shown in the graphs on the right.

What this shows is that a tiny minority 
actually support the political process in 
Britain. 50% of the value of all political 
donations are supplied by 1.9% of the the 
total number of donations. In fact 90% of all 
political donations only add up to 25% of 
the total value.

The Electoral Commission's on-line public register

In the world of computers and statistics “big data” is the 
current buzz-word – alongside its associated idea, “the 
Internet of things”.

What those promoting this idea believe is that the 
modern world is providing so much data about individuals 
that we can remodel the world using the “information” 
hidden within that data. That might be for the good of all, 
but in reality the mere fact of making all that data available 
inevitably means it can be used for purposes which are 
not in the public interest.

However, that same 
mechanism provides a means 
for the public to use the same 
techniques to investigate the 
activities of governments and 
corporations – if we develop 
the tools and networks of 
skilled activists to do that.

Today social movements are generating huge 
amounts of data as part of their everyday activities – 
an inevitable part of their use of social media and the 
Internet. At the same time public relations agencies 
are purchasing this data from companies such as 
Google or Facebook, and then databasing it in order 
to provide a broad analysis of how social movements 
are working against the interests of their clients.

This new area – called 'open source intelligence' – 
is a huge new business being created by PR 
companies for their corporate and political clients.

In fact the tools required to do this analysis, and the 
skills required to carry it out, are not that complex. 
Therefore, using the capacity which a network of 
active citizen “data activists” could create, there is no 
reason why we could undertake the same types of 
activity to support campaign groups – as shown in the 
example below.

What the Free Range Network are proposing is 
to create a group of activists with these skills… 
any volunteers?!



A quick list of the tools of 'data activism'
The essence of using computers and the Internet to find 
and manipulate information is to learn how that system 
works – and specifically how to get the best out of the 

many features available to you:

Search Engines: When people want to know about things, 
their first port of call is often a Google search. Question is, do 
you know how to use a search engine properly?

All search engines use query terms – such as AND, OR and 
NOT – which allow you to more specifically define what you 
want to search for. Google and others also have terms such as 
'site' or 'filetype' which restrict the search to only certain sites 
or files types. Many search engines also have 'advanced 
search' pages where you can specify dates.

Which Search Engine to use?: Google is not the only search 
engine. And even within Google, Google Scholar is far better at 
finding academic papers than Google's main search page.

There are many specialist search engines 
which are better for searching for certain 
types of information.

For example: Science Direct provides 
access to academic papers; Polymeta is 
what's known as a 'metasearch' engine, 
which digests the results from different 
search services; social media services like 
LinkedIn provide a means to search for 
people or company associations; and 
Social Mention or Topsy provide a means 
of searching social media content.

Subscribe to email alerts/social media feeds: One of the 
simplest ways to get information before it appears in the media 
is to subscribe to email alerts or social media feeds from 
companies or Government/local authority departments. As it is 
automated it takes the hassle out of finding material, but you 
can be quickly overwhelmed by the volume of material.

Google Alerts is another, less focussed option. This emails 
you a set of results for a given search term every day or week. 
You then click the links to view the information.

Browser plug-ins: Web browsers are capable of much more 
than just displaying pages from the Internet. What enables that 
are 'plug-ins' – programs that add functions to the browser. 

Plug-ins allow you to download videos from sites, or all the 
images from a page. The most useful plug-ins will search the 
documents in the page looking for metadata, or EXIF data from 
the images/media in the page. This sometimes discloses 
additional information about those who produced the material.

Ripping and spidering: Google searches web sites for pages 
and files and then indexes them. It's possible to do that 
yourself – without the restrictions placed on the way Google 
reads web sites – using a ripping or spidering program.

The simplest option to access those files is to load them onto 
the computer's hard drive and then use a desktop search 
program to index the content – allowing you to word search it. 

Web scraping: Most web pages are created from databases 
of information. A web scraper does the reverse.

Scraper programs read web pages like 
a ripper program, then chop up the page 
and put the valuable parts it into a 
database – where you can structure/view 
the data in completely different ways.

Scripting: If you are able to master 
simple programming, you can automate 
many of the above processes – allowing 
your computer to do the work and give 
you the 'highlights' automatically.

From 'activism', to 'data 
activism', to 'hacktivism'
Over recent years there has 

been a concern that the use of 
the Internet by activists gives 
government and corporations 
the power to spy on us. Open 
source intelligence for activists 
turns that idea on its head.

Open source intelligence techniques, which 
have recently been used against activists – 
for example the TransCanada Eastern 
Pipeline project, where the PR company 
Edelman mined social media and email to 
produce profiles of those who would 
campaign against the pipeline before it was 
even announced – allow us to use computers 
to map and pro-actively respond to the 
activities of governments and corporations.

The problem with the Internet and digital 
communications is that the mass of 
information made available every day can 
easily hide the 1% or less which contains 
valuable information for activists and 
campaigners – and less than 1% of that 1% 
will be of any significant value.

To date campaigners have used the Internet 
for 'activism' – via petitions or giving out 
briefings and press releases cheaply.

At the very least we should be thinking of 
'data activism' – where we use the Internet 
to find the data to support campaigns.

However, the greatest benefit comes from 
'hacktivism', where individual activists share 
the skills to use computer networks and 
programs to do this on a much greater scale.

Part 3: Learning the 'craft'

Becoming a 'producer' 
of campaigns rather 
than a 'consumer'
The goal of 'data activism' 

is to be able to pro-actively 
lead rather than follow.

Movements are based not only upon 
people, but also 'capacity'. If a few people 
produce information for a campaign then that 
campaign will always be limited by the 
capacity of the people at the centre. Where 
many people are 'providers', campaigns can 
always be more dynamic and self-supporting.

Ultimately, that is the goal of 'open 
source intelligence' for activists. By 
sharing these skills more people can 
become information producers, which 
allows campaigns to grow, diversify and 
respond more quickly to events.
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