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Abstract

Pressure from the developers of digital content is forcing those producing computer software
to introduce systems for managing intellectual property rights. Whilst seeming to raise is-
sues relating to copyright theft or computer security, trusted computing systems are challen-
ging the free software movement to identify the purposes for which free software is created.
Not only are trusted computing and digital rights management systems allowed under free
software licensing, but there are already systems in existence to implement digital rights
management within the Linux kernel. These changes are forcing a resolution to the debate
that has existed between the grassroots and the corporate wings of the open source move-
ment since the late-1990s. In the short-term the solution to this debate is likely to be a fork in
the development of free software systems, but, in the longer term, free software may have to
take on a political role that represents and protects the civil rights of computer users.

Introduction — Free Software and Digital Rights Management

This paper examines the impact of technological standards, in particular the current develop-
ment of trusted computing platforms (TCP) that implement systems of digital rights manage-
ment (DRM), on the development and use of free software. To understand the potential im-
pacts of DRM on the free software community it is necessary to understand the technical im-
plications of the new standards that are being developed to implement DRM, the effect that
they have on the use of computer systems, and whether free software in its current form is
compatible with the implementation of these standards.

The use of open technological standards, both in the hardware that executes the computer
program and the data storage and communications standards that programs use to ex-
change information, have created a high level of interoperability (the capacity to swap in-
formation) between computer systems and the programs that people run on them. However,
according to companies such as Microsoft, this era of open computing is coming to an end
[NYT, 2002]. The development of standards that limit the ability of computer users to infringe
the intellectual property rights of software writers, and the developers of the digital content
that these programs use, has the potential to stifle the use of free software. This is because
DRM not only affects the interoperability of computer systems, but also the functions within a
computer system that the program code is able to utilise. Therefore the methods by which
DRM systems are implemented could serious affect the freedom of free software users.
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The extent to which DRM is implemented within free software will depend primarily upon the
attitude of the developers of these systems. A divide exists between those who view soft-
ware as an exercise in engineering, and those who see it as having a political and social rel-
evance too. Consequently, how DRM will affect the individual user of free software will be re-
lated to their position within this community, and by inference their personal view on the aims
and objectives of free software. For this reason the introduction of DRM may precipitate a
resolution to the conflict, perhaps long overdue, between those who view free software as a
political issue at the heart of the emerging Information Age, and those who view it as merely
a useful model for software development.

Content versus Code

For those who wish to retain open computing standards the problem with digital rights man-
agement is that its development is being motivated not by the software industry, but by the
content industry (organisations who develop and market multimedia entertainment, video,
music, literary works, etc.). Therefore the objectives of DRM are primarily related to protect
ing content of computer systems rather than improving the operational quality of those com-
puter systems. This creates a fundamental difference of opinion, quite separate from issue of
the freedom of code, between each side in the DRM debate. For example, those in the free
software movement who cherish the autonomy that free software creates (such as Richard
Stallman [Stallman, 2002]), or who lobby for privacy and civil rights within technological sys-
tems (such as the Electronic Frontier Foundation [Gilmore, 2001]), argue that DRM will re-
strict the rights of people to control their computers and to manage their privacy and secur-
ity. In response those who promote DRM (such as IBM [Stafford, 2002a]) argue that the pur-
pose of trusted computing is to control the security of computer systems, not to restrict the
operation of programs.

Digital data, be it computer data or the DNA code in our body, can be copied repeatedly
without degrading the quality of the information encoded within the data. In contrast ana-
logue data, such as audio data on magnetic tapes or pages fed through a photocopier, are
degraded each time the they are copied, and successive copying can render the information
unusable. For this reason one of the greatest benefits of digital networks to the general pub-
lic, but for the owners of intellectual property perhaps the greatest liability, is that data can be
endlessly copied across the network, at low cost, without loss of quality.

The concept of intellectual property rights, as they apply to intangible commodities such as
songs, books or pictures, is that their use should create the same kinds of financial benefits
that are created by the trading of tangible commodities such as copper, coffee or cars. For
this reason the methods of controlling intellectual property rights that have arisen during the
Industrial Age — principally copyright and contracts, but more recently patents — have
crossed over into the digital domain. However, the ease with which digital information can be
copied has rendered intellectual property rights on public data networks, especially those
that operate across legal jurisdictions such as the Internet, virtually unenforceable.

The problem of controlling the online distribution of content has limited the extent to which
electronic commerce has been able to develop. This is because the potential return on the
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capital invested in the development of information systems and digital content is diminished
by unlawful copying. Often to a point where the level of return on investment is not sufficient
for those involved to consider investing in the development of new systems or content. For
this reason the content industry have, as they did with previous disruptive technologies such
as the video recorders [Intertrust, 2004], sought to introduce measures into computer net-
works to eliminate the threat of unlicensed copying.

Digital rights management has been in use for some time through the licensing of computer
software. However computer software represents an active digital system, which can verify
whether the computer user has legitimate access and terminate itself if the required valida-
tion fails. In contrast the vast majority of digital content is passive, and controlling its use
presents a wholly different set of problems. The majority of content does not contain code,
and so the extent to which its use can be controlled or limited is dependent upon the pro-
grams used to access the content. In any case, the fact that both the content and the pro-
grams that access the content are open to study by the computer user, and that user can
also create their own programs, mean that the access control or copy protection system can
be understood and circumvented.

Digital Rights Management and Trusted Computing

The basic principle of digital rights management is that the security layer, between the user
and the digital content, is not controlled exclusively by a program or the design of the stor-
age media. Instead the computer’s operating system regulates access by identifying the leg-
al status of the digital content and only allowing access to those who have the lawful right.
This means that because it is the operating system that controls access, not the program,
access to the programs and raw data is also restricted. This makes circumventing the secur-
ity far harder (although, not impossible). Computer operating systems which incorporate
design features to implement an agreed standard of digital rights management are called
trusted computing platforms (TCP).

TCP systems control access to information within the computer through the use of data en-
cryption, and access to the encrypted data is controlled using encryption keys. These keys
allow access to certain files, or certain parts of the computer’s operating system, by pro-
grams able to access the required keys. The use of encryption prevents the programs run-
ning on the computer from peeking at each other’s data, unless that information is formally
exchanged through the functions of the operating system.

In order that any operating system or program can be accredited as a TCP application, and
access the encryption keys, it must be audited, and on the successful completion of the
auditing process the software will be awarded a digital signature. The purpose of this signa-
ture is not just to verify that the software is TCP compliant, and that the program doesn’t
contain bugs or security flaws that might allows the unauthorised use of data. The digital sig-
nature is based in part upon the numeric content of the program code. Consequently any
modifications to the code of the program can be detected by the operating system and the
modified program will be refused access to trusted data. Whilst seemingly neutral, the prob-
lem with this system is that the auditing process costs a large sum of money. Not high
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enough to stifle the development of new applications by proprietary software developers, but
certainly high enough to make TCP accreditation unrealistic for the developers of small free
software projects.

The development of TCP will enhance the economic power of the large online content pro-
viders [Anderson, 2003]. Whilst the testing and auditing of TCP applications might represent
a solution to some of the problems related to bad code, viruses and the unauthorised used
of data, even the supporters of the new standard admit that TCP systems will not eliminate
the threat posed by security flaws and hackers to computer systems. This is because the
TCP standards are designed to protect unauthorised access to data, not attacks on the com-
puter itself [Stafford, 2002a]. There have also been warning from the groups that develop
cryptographic systems that the use of encryption is not infallible, and should access be
gained to the encryption keys then the security of the entire trusted system would be com-
promised [CNET, 2003].

The first generation of TCP systems for desktop computers will be fairly crude. The control
over digital content will be carried out primarily by the application programs. However suc-
cessive generations of TCP systems are likely to control content through the use of meta
data (data about the content) that is included within the packets of files of data that are
moved around computers and networks. In order to describe the content and its status all
data transacted within a TCP system, and across networks between TCP systems, must be
identified using a rights expression language (REL) [Coyle, 2004]. When a common system
of RELs are agreed it will be possible to move to the next stage of DRM where the operating
system relies on the meta data contained within the content, not the standards applied by
the application programs which create the content, to determine how the content should be
processed.

Much the debate on DRM is centred on the use of personal computers. However the area
where DRM is being pioneered is in embedded applications — the use of computer systems
to control the operation of consumer products such as mobile phones, MP3 players, DVD
players, or digital audio recorders. Introducing DRM to desktop computers represents a sig-
nificant increase in complexity because of the wide variety of application desktop computers
perform. Therefore the first systems to introduce DRM, such as Microsoft’s forthcoming Next
Generation Secure Computing Base (codenamed Longhorn for short) will only implement
DRM at the level of the operating system code [Microsoft, 2002]. Longhorn is due to be
launched some time during 2006 [Microsoft, 2004]. Implementing a DRM system that works
as part of the computer’s hardware system will not happen until the introduction of the next
generation of TCP-enabled microprocessors. According to the chip manufacturer Intel, this is
likely to be within two or three years time. However, the work around the development of
new chips for embedded applications is pioneering the development of the chip sets and
code that will required to produce DRM-compatible desktop computer systems. Even though
many in the free software movement oppose DRM Linux-based systems are already in-
volved in the development of embedded systems that use DRM [InfoWorld, 2003], and the
development of Linux-based applications, so that Gnu/Linux systems will be able to imple-
ment DRM controls, is already at an advanced stage [Stafford, 2002b].
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Implementing DRM Within Free Software

Linus Torvalds, who initiated the development of the Linux kernel, has expressed the view
that the use of free software systems need not be in conflict with the aims of digital rights
management systems [Register, 2003/LKP, 2003]. It is possible that Linus’ comments
merely reflect the inevitable [Cox, 2004], given the pressures from some of the largest mem-
bers of the computer industry to develop trusted computer systems. For example, IBM are
already working on the code that would assist the development of DRM within the Linux ker-
nel [Stafford, 2002b]. For the free software community as a whole, Linus’ announcement
raises two key points:

1. Would implementing a DRM system within the Linux kernel offend the licensing
provisions of the kernel and the programs that run under the kernel?

2. Would implementing DRM affect the rights of computer users to develop, modify and
distribute software?

To answer the question as to whether implementing DRM using the Linux kernel would of-
fend the Gnu General Public License (GPL) [FSF, 1991] we first need to define what a Linux
kernelis. A desktop computer system runs the Linux kernel, but most of the features the
computer user interacts with are provided by other programs that the kernel supports. So a
Gnu/Linux installation on a desktop computer consists of hundreds of programs working to-
gether, under the supervision of the Linux kernel, to provide a usable computer system. Most
of these programs, and the Linux kernel itself, are licensed under the Gnu GPL, but some
use a variety of other software licenses.

In contrast to desktop computers, embedded applications, such as the TiVO video recorder,
use a stripped-down version of the Linux kernel and custom-written, proprietary applications
that implement DRM controls over the recorded data. Where a person or organisation modi
fies a GPL licensed program and does not redistribute it, or runs proprietary software on top
of the GPL software, it is not an infringement of the Gnu GPL license [Fitzgerald, 2003].
However TiVO modified the Linux kernel in order to implement DRM within the operation of
their video recorder, and so in compliance with the GPL, they released the source code for
these modifications [TiVO] (consequently, people are already hacking the code to modify the
operation of the video recorder [TiVO FAQ]). Therefore the development of the TiVO does
not infringe the GPL as all the requirements of the license have been complied with. The
only bar to the use of free software in such commercial embedded applications would be use
a restrictive license that did not allow the commercial exploitation of the licensed software,
for example, the Creative Commons Non-Commercial license [Creative Commons].

Developing a Gnu/Linux distribution that implemented DRM is more complex than develop-
ing DRM in embedded devices because it involves redistribution of the source code, and the
restrictions imposed by the GPL or other open source licenses would apply to this redistribu-
tion. The fact that the code for the DRM functions has to be distributed does not affect the
security of the system because the use of encryption and digital signatures ensures that
each installation of the DRM code is unique. Therefore access or circumvention of the secur-
ity or content protection systems involved could only take place if the attacker had access to
the encryption keys controlling the digital signatures. So for those wishing to implement DRM
within the Linux kernel the only consideration is, does the Gnu GPL permit it?
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The Gnu GPL does not, as a point of deliberate design, restrict or place conditions on the re-
use of code for certain uses. This non-discrimination is key to the evolution of the Gnu GPL
license, and the Free Software Foundation cite such discrimination (for example licenses
that do not allow the commercial use of code) as a factor in determining whether a license is
free or not [FSF, 2004]. Similar criteria are used by the Open Source Institute in accrediting
open software licenses [OSI, 2004a]. OSI also apply conditions relating to discrimination
against software, but this only applies to the licensing of the software, not to the discrimina
tion on the basis of ‘trust’ by one running program against another [OSI, 2004b].

Most of the major free and open source licenses do not preclude the introduction of DRM
systems as part of the operation of the Linux kernel, or other essential programs that oper-
ate with the Linux kernel. In fact, there are already Gnu/Linux distributions available, mostly
for specialist applications, that implement DRM as part of the operating system — for ex-
ample, Montavista Linux [Montavista, 2004]. So we could view the implementation of DRM
within the Linux kernel as a fork in development. DRM modules can be introduced under the
terms of most major free and open source licenses, but precisely because of the system of
open licensing these modifications cannot be enforced on all users.

DRM and the Use of Free Software

Moving to the second of the two questions posed above, would the implementation of DRM
within the Linux kernel affect the ability of computer users to use, modify and redistribute
software? Clearly if the licensing of free software is not a bar to the implementation of DRM,
then would the free software community accept such a change? This is a more difficult ques-
tion to answer because we move from the legal interpretation of software licenses into the in-
terpretation of the social and political motives that drive the free software movement.

The initial effect of DRM on free software is likely to be a widening of the incompatibilities
between the information produced by proprietary and free software. In particular, the cre-
ation of documents, images and other media from DRM-enabled applications is likely to re-
strict the ability of non-DRM enabled free software to interact with DRM-enabled systems.
However, in the dynamic situation of electronic culture, these restrictions may further encour-
age the development of an alternative open media — for example open music or open arts —
that could widen the amount of content currently available to the users of free software. In
the longer-term, as DRM controls extend to the content servers across electronic networks
and the hardware that makes these networks function, it is possible that the use of any sys-
tem not compliant with the trusted computing standard could be barred. Unless non-compli-
ant communication channels were maintained in some way, this would clearly restrict the
movement of non-DRM compliant information.

Another significant issue is the effect of digital rights management controls upon fair dealing
rights. Currently within copyright law (but varying in extent between different legal jurisdic-
tions) the public have certain rights to breach the strict limitations of copyright. For example,
the freedom to copy or quote a certain proportion of a copyrighted work for use in academic
study without obtaining a licence to do so. The content industry have traditionally lobbied to
restrict fair dealing. However DRM controls, enforced by trusted computing systems, have
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the potential to provide absolute restrictions on the use of copyrighted works, perhaps in ex-
cess of the limits permitted to the public by fair dealing rights. How damaging this process
becomes depends upon the willingness of governments to restrict the implementation of di-
gital rights management within information systems in order to preserve fair dealing.

The other significant issue related to the development of trusted computing systems is the
control of the encryption keys that the computer uses to sign and encrypt information. This
has implications for the privacy of data and the security of computer systems. If a person is
able to create their own digital signatures for the files they create, and is able to create their
own encryption keys for the storage of data, then they are responsible for maintaining their
own security. The security of the system cannot be breached unless they specifically allow it
by sharing their keys. However, if TCP systems use trusted third-parties to produce and hold
the encryption keys then the level of security and privacy the computer user has will always
be dependent upon the willingness of the third party to protect the user’s rights. If the third
party hands over the user’s keys to law enforcement agencies without first establishing the
agencies legal right to take the key, or corrupt individuals within the third party’s organisation
divulge people’s keys, then the right of the individual can be violated.

How far these trends develop depends upon how deeply the use of DRM controls extend
within electronic networks. If trusted computing remains within the environment of desktop
computer operating systems then the ability to use free software will be greater. However, if
trusted computing grows to encompass the movement of content across networks the use of
any free software, or the use of non-trusted content, would be severely restricted. Ultimately
the depths to which DRM extends is likely to be dependent upon whether the public accept
the potentially restrictive controls it will create, or whether discontent with the loss of func-
tionality that the public has traditionally enjoyed leads to a backlash against the further devel-
opment of DRM-enabled systems.

As outlined above, by speculating on the potential uses of the controls provided by DRM-en-
abled systems it is fairly easy to define a range of effects these controls might have on the
computer users. However these effects are not specific to free software. They are equally
valid for the effect of DRM and trusted computing restrictions within proprietary systems.
There are also supporters of free source software who support DRM. To understand the mo-
tivations of those within the free software community who oppose DRM and trusted comput-
ing we have to understand the philosophical basis for why they advocate free software.

One of the cornerstones of the philosophy of free software is that people’s use of computer
systems should be unfettered by proprietary rights. The guarantee of access to the source
code of any program, and the freedom to study, modify and freely distribute the source code,
prevents the use of the program code from being blocked, because access to the source
code allows such blocks to be circumvented.

The problem with the ‘open source’ model is that access to the code cannot circumvent the
power of the law on intellectual property rights. One clear example of such restrictions is the
use of technological standards that are patented. It is for this reason the free software com-
munity has vociferously opposed the development of software patents in the USA and
Europe. However, many of the standards related to DRM are being developed by associat-
ive groups, such as the Trusted Computing Group. The terms of these technological stand-
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ard are agreed between the consulting parties, like other international standards, and then
adopted by them all as an open standard that supports their own models of business devel
opment [IBM, 2001]. This has two implications:

Firstly, it ensures that the standard is widely accepted and used, giving a higher chance that
the standard would be adopted by the computing community as a whole. An example of
such a standard would by the hypertext transfer protocol (HTTP — the standard that allows
the operation of the World-Wide Web), developed by Tim Berners-Lee, which was deliber-
ately released free of intellectual property claims in order to ensure its widespread adoption
[Berners-Lee, 2000].

Secondly, by abandoning intellectual property claims no one organisation would have control
of the standard. For this reason those implementing the standard could not be accused of
operating a monopolistic practice that was likely to harm the well-being of the computer mar-
ket.

If the Trusted Computing Group’s terms are adopted and become dominant then the DRM
standard is likely to be free. For this reason the objections from the free software community
are reduced from the opposition to restrictive or proprietary standards, to a simple issue of
whether DRM is good or bad for computer users. Such a judgement cannot be based upon
the quality of code, or systems, but on the freedom of computer users to manipulate their
equipment as they will. This argument goes to the heart of the free software debate, and di
vides those who work with free software for personal reasons from those who view free soft-
ware merely as an effective model for the development of computer software.

Whilst the catalyst for the development of free software was undoubtedly Richard Stallman,
the widespread adoption of the open development model within the mainstream computer in-
dustry has led to a diminution of the underlying motives for the development of free software.
Such reification is common when the values of radical organisations are selectively adopted
by mainstream society. The tactics adopted by radical social movements, described by soci-
ological observers such as Saul Alinsky, certainly apply to the free software movement. In
particular, the notion that the goal once named cannot be countermanded [Alinsky, 1971] ap-
plies to the aims outlined for the free software movement in Richard Stallman’s Gnu Mani-
festo [Stallman, 1985]. Nearly twenty years after their release, these principles still form the
core of the values promoted by the advocates of free software.

A clear change in the orientation of the free software movement came with the formation of
the Open Software Initiative (OSI) in 1998. As outlined by Sam Williams in his book on
Richard Stallman [Williams, 2002], the formation of the OSI was an attempt by the main-
stream computer industry to make a break with the aims of the grassroots-based free soft-
ware movement. In fact one of the founders, Bruce Perens, resigned shortly after the forma-
tion of OSI because it was clearly working in opposition to Stallman’s objectives. This break
began to reinforce the division, in Stallman’s terms, between the advocates of free software
and “the engineers”. In fact, from the text of Linus’ statement on Linux and DRM [LKP,
2003], one could almost believe that Linus sees Stallman’s labelling of him as just an engin-
eer as a positive, not a negative attribute.

To find a deeper meaning behind this split we can look to the divisions between the different
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cultures within the computer establishment. This is perhaps most starkly defined by Pekka
Himanen [Himanen, 2001]. He identifies the division in terms of a hacker ethic which typifies
the social structures being enabled by Information Revolution, and which operates in contra-
diction to the protestant work ethic that has evolved over the Industrial Revolution. Looking
at the personal motivations of those involved, this analysis certainly explains many of the dif-
ferences between the vision for computing outlined by Richard Stallman and that outlined by
Bill Gates [Gates, 1999]. It also explains many of the motivations for those who work volun-
tarily with free software, and who are seemingly unconcerned about payment, or intellectual
property rights, or achieving some position within the defined structure of an organisation.

Ultimately, on Himanen’s analysis, we should view the clash over the introduction of DRM
into free software as an issue of personal freedom, power, control, and economic exploita-
tion — not an issue of code, licensing and competing views of how the free software model
should operate. In this sense trusted computing, and the centralisation of controls over con
tent and the functionality of software, run wholly counter to the hacker ethic. It represents an
effort by the computer establishment, still working within the economic constructs of the In-
dustrial Age, to rein in the freedoms of communication and expression created by the dis-
ruptive technologies of the computer and the electronic network.

Clearly, the development of DRM controls and trusted computing systems has the potential
to restrict the freedom to use information systems that has grown up with the development of
the personal computer. The problem this poses, for those who see free software as the only
model of software development compatible with protecting the rights of the user, is that the
debate must move from what this community support (software developed on an open mod-
el) to a position of what they are against (the restriction of personal freedom in order to pro-
tect the economic power of content producers).

Conclusions

The development of DRM will have negative effects for those computer users who have tra-
ditionally enjoyed the benefits of open computing — be that open access to data or the ability
to use free software. How far these negative effects develop depends upon how the techno-
logical standards around the trusted computing model are defined and implemented, and the
role the computer user has in determining how the processes of trust are managed.

The conflict over DRM requires that those in the free software movement, who see trusted
computing as a threat to their freedom to use computers, express this oppositon in terms of
rights, and power, and economic control. This is because the arguments that relate to open
standards, or open code, or free licensing are no longer tenable as DRM and trusted com-
puting are implementable using the free software model and open licensing system.

As free software licenses allow the development and introduction of trusted computing sys-
tems, those who oppose DRM cannot rely on the defence that it breaks the rules, since it
does not. Likewise any argument that relates to the quality or security of free over non-free
software is irrelevant, since it is this same language that the promoters of trusted computing
are using to justify their development of these systems.
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Therefore the opposition that the advocates of free software raise to DRM must be based
upon the underlying economic and political motives of those who wish to develop these sys-
tems — the content industry, and the parts of software industry that stand to gain by the
large-scale expansion of online content services that DRM would safeguard [Acquisti, 2004].
If the debate from the grass-roots side of the free software movement were to shift to this
position it would break new ground because it would cause a very public polarisation
between the advocates of freedom software and the engineers.

What is likely to produce such a shift is the introduction of the trusted computing standard
into the Linux kernel. In addition to his statement relating to the implementation of the trusted
computing standard, Linus has also made comments regarding the format of the GPL. In
particular his dislike of “the politics” [eWeek, 2004a]. If those who maintain the Linux kernel
do implement the trusted computing standard then we might potentially see a fork in the de-
velopment of the Linux kernel. Under the terms of the Gnu GPL license the code of the non-
DRM kernel would still be freely available to those wishing to maintain a non-DRM kernel,
and therefore those not wishing to use DRM would be at no immediate disadvantage.

The issue that a fork would not address is the ability, against the wishes of its creators, of
trusted computing and digital rights management systems to be developed under the banner
of the Gnu General Public License. Not only is this permissible, but the process is already
well advanced. The text of the GPL is to be revised in 2005, and some have speculated that
this might lead the Free Software Foundation not to tone down, but to extend the political
content of the license. The purpose of this would to address the issues of software patents,
digital rights management and trusted computing [eWeek, 2004b].

Should the text of the Gnu GPL be further radicalised then it might lead to the licensing of
some free software projects, and perhaps future revisions of the Linux kernel, under licenses
other than the GPL. This would represent a clear schism between the freedom and engineer
wings of the free software movement. However, such a split may be beneficial for both sides
as it would enable them to focus on their own priorities for the development of free software.
Especially the freedom wing, which might find that the underlying political motives for the de-
velopment of free software become more relevant to the pubic debate over computer sys-
tems as the inevitable extension of digital rights management limits society’s ability to use in-
formation systems as they would wish.
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