SSPJI-01: Swappable Hard Drives for Backing-up

Salvage Server Project 'Junk Ideas' No.1:

Swappable Hard Drives
for Backing-up

Produced by the Free Range Salvage Server Project, February 2003
email: fraw@gn.apc.org web: http://www.fraw.org.uk/ssp/

Old hard disks are easy to come by. In the mid-1990s people thought 30(
600 megabyte hard disks provided massive storage capacity. Today they
relatively useless on most operating systems (Slackware Linux excepted)
This sheet looks at putting all these old disks to a practical use as bulk
storage devices. For older hard disk the storage capacity is relatively similar
to CD-Rs, but perhaps more expensive if you buy the drives. But when using
recent, large capacity, hard disks you can achieve storage capacities that are
cheaper per gigabyte than DVD-R discs.

"Hell is truth seen too late- John Locke

The concept... . .

P Relative costs of back-up media
Oneof the greatideasof informatiosecurityis ) ] o
‘alwaysack-upyourwork(seequotefromLocke If we onlyconsidethe costsof themedianotthedriveit sits
above)Butbacking-upequirestoragecapacity in) then the relative costs of different backing-up optiops are:
It's alsoa goodideato keepa separatdack-up Cost/GB
off-sitesothatif theplaceburngdownyoustilldon't Media Cost, £ Size, MB data
losethebulkofyourdata Buttodaythequantities Flobpy disk £0.40 144  £284.00
of data are so large that only voluminousor PRy ' ' '
expensive options are viable to do this. CD-R £0.50 600 £0.85
ThisJunkdeaseekgouseupallthosdittiehard | CP-RW £2.00 600 £3.41
disksthat slowlyaccretein computeshopsand DVD-R £4.00 3,750 £1.09
workshopsOr, if you wantsor_neseqousstorage DVD-RW £6.00 3.750 £164
capacityyoucanusethesamedeawiththelatest _
harddisk.Whatwe dois createa swappableard | Small scrap hard drive £5.00 400 £12.80
driveona LinuxsystemThisharddriveis treated | Large scrap hard drive £10.00 6,440 £1.59
asifit werea removablmedialikea CD-RONr New huge hard drive £75.00 81,920 £0.94
floppy disk.

Note: Cost/GB = (1024/Size) * Cost

Potentially, this creates a huge and highly

redundant stoegapacity:
We can back up data to old disks, just to put

them to good use.

We can back up to new, large hard disks so that even
the biggest digital video project can be easily held o%’r

the system.

We can, with large or small disks, hold a large qua
of data in a small space, making off-site backing-upe

easier.

Tomakethisworkwe needto install harddisk'rack'or

‘caddyinthesystemThiscanbe doneretrospectivelyr,
whenyou installthe system.Thenwe modifythe file
stemsettingto makethis driveusermountableThis
allowsusto mount/un-mouhedriveforbacking-uand
thenpowerdownthesystento swapit withanothehard
rH{'Ii\//e when required. Unfortunatelypnly the most
%ensivmotherboardiﬁivéhotswappable'arddrives,
sowehaveto powedownthesystenmeachtimewewant
to changeheharddisk.Ontheplusside thissolutions
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notonlyread-writevherea€D-R/DVD-&ewrite-once).
The transferratesare higher,and morereliable than
burning CDs.

Setting up

Tobeginwe needto installa harddiskcaddyin a 5.25"
drivebayandsomespareharddisks(toppicturen the
boxto the right).The caddywill cost£6 to £12.Butfor
new,highcapacitydrivesyoumightwantto getonefor
aroundE20witha builtin fanbecausehe diskscanget
veryhot.Theonlyrestrictioontheharddisksis thesize
of disk your motherboard can handle (see next sectio

Forthe systenpicturesthe harddisksare wiredto the
'masterplugonthe IDEdrivecable To ensurghedrive
functioproperlyoumustsetthesmaljumperconnector
at the rear of the drive. You can then just fit the drive
thecaddy(secongicturepotevena needfor screwss

the caddy has a good shell.

Thenyoustickthecaddyintotherack(thirdpicture)Most
caddieshavea catch,but somehavesmallkey locks.
Thesecanbe usefulto secureagainsthe unauthorised
removal of the drive whilst in use.

Nowwe canconfiguréheLinuxfilesystento accepthis
harddiskasa removablmediaTheoptiorwe'retakings
thatthedrivewillbeunmounteat boottime andmounted
onlywheritisrequiredo storedataupon(inourviewthis
is safer as there's less risk of accidental
erasure/corruption).

Thefirst thingto do, beforebootingthe systemiis to
modifgtheBlIOSsettingorthelDEdrivesTheremovable
driveonthissystenis theSecondarylaste(seebelow).
Sothatwe canswapdifferensizesof harddrivewithout
havingo keepchanginghe BIOSsettingswe configure
BlOSto auto-detethe TypeandModeofthe Secondary
Mastedrive Thisallowghesystento bootnormallyvith
a very wide range of disks being inserted in the disk ¢

Drive Caddy Installation
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Changes to theetc/fstab

LABEL=/rmhd /rmhd ext3 defaults 1 2

/dev/hdcl /storage auto noauto,user,sync 0 O

file

letc/fstab line for the drive, before modification

/etc/fstab line for the drive, after modification

singleprimarypartitionlf youput
a new hard drivein the caddy
you'lll need to check it's
configuratiomeforeuse,working
as the root user, with fdisk
Youcangetmoreinformatioon
usingfdisk  fromthe fdisk
man page.

Next,eitherby installing Linuxsystemor bootinghe
systenandlettingt findthedriveat the hardwareheck,
we getthe newdriveto installon the LinuxsystemThis
will result in a new line being addeddtwstab

file which controls the Linux file system (see box abo

Whenthe driveis installedve giveit an arbitrarynount
pointe.g.rmhd' . Thefirstthingwehaveto dois create
adirectorintheLinuxilesystentoactasatargeforthe

mountpointof the removablérive.On our systemsve

putit in therootdirectorandcalledit storageWealso

needto giveit theappropriatpermission¥Vedoallthis

as the root user using the commands:

mkdir /storage
chmod -R 777 /storage

Wetheneditthe /etc/fstab file witha texteditor.
Findthelinethatrefersto the removablbarddriveand
changet asshownntheboxaboveNotethatthesdines
weretakenfroma RedHat7.3 fstabfile — someof the
othershavesubtlydifferentines,but all workthe same
way.

The modificatiomakethe 'hdc' drive— the secondary
masterdrive— mountto the /storageadirectoryWelet it
mountsan'autofilesystensothatwecanuseanytype
of file system,Linuxnativeor even Windowsjn the
removabldrive Therestof thelinecontrolthewaythe
drive is mounted.

If all's well we can mount the drive using the commanB

mount /storage

...and un-mount it using the command —
umount /storage

Onoursystenwe actuallconfiguréhe/storagelriveto
be exportedas partof the NetworkFile System(NFS).
Thisallowsanymachinenthenetworko dumpdatainto
the drive onceit's been mountedThe drive can be
mounteffomthesystem/servieisresidenbn,orpeople
can rloginor telnetto the serverand mount/umourt
remotelyThiswaythe drivecanbe usedfor backing-up
data from across the network.

Configuring the hard disks for use

To makelike simplewe configureachharddriveas a

5

Firstyoudois runfdisk  with
the command:
fdisk /dev/hdc

To displaythe partitioninformatiomnter'p'. You then
de?1leteany existingpartitionsusing the 'd' command.
inallyyou add a new primarypartition(partitiomo.1)
usingthe 'n' commandTo concludesavethe changes
with the 'w' command (which then quits the program).

Wenowhavea harddrivecontainingnelargepatrtition,
butwithnofilesystemWeadda filesystemof whatever
typeweneedusinghemkfs comman{ithhdc asan
example):
mkfs.ext2 /dev/hdcl — makes an ext2
filesystem (used on older Linux versions)

mkfs.ext3 /dev/hdcl — makes an ext3
journalling filesystem (used on newer Linux versions)

mkreiserfs /dev/hdcl — make a Reiser
filesystem, used as the default on some distributions
like SUSE Linux.

In ourtestson a 266 MHPentiuml, an old 380MBlisk
formattedithext2inabouB0secondsA 13GBharddisk
formatted with ext3 in about 1 minute.

Onceyou'veformattedhe harddiskit's readyto mount
and use.

Restrictions on disk size

ifferertypesof motherboaptesentlifferentestrictions
of themaximursizeof disktheycanaccommodat¥ou
havetobeawarenfthiswhertryingo plugdisksintoyour
system.

Many'386/'486-baseystemdavean absolutdimitof
528MBThisis becaus®fthelimitationsftheolderiDE
interfacébefordeI DE) Thelate'486sandearlyPentiums
havevariousdimits— either528MB2.1GBor4.2GBYou
candoa 'workarountyfiddlingviththeBIOSsetting$o
extendhe 4GBlimit,butwe don'treallywantto do that
becauseave wantthe flexibilityf justdroppingn a disk
without going through BIOS every time.

LaterPentium boardsraisedthe limitto 8.4GB- but
there'snoworkarountb increasehis.Pentiunl boards
havevarioudimits. Someearlyonesarestuckat 8.4GB,
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whilstateronescanworkupto 30GBor more However,
nowthat moredrivesin the 10GBto 20GBrangeare
becomingvailabl@s peopleupgradeheirsystemsyou
canstill get quitea reasonablstoragecapacitywitha
Pentiumll system.If you wanta reallyhuge storage
capacityou'regoingo haveto gofora Pentiunill board.
That'll let you use drives of 160GB to 200GB.

In anycase,if yousetup yoursystento accept wide
rangeofsizesaspossibleyoucanusewhatevedisksare
availableas junk,or as shopclearanceThatway you
keep storage costs down.

And finally...

SomeamembersftheFreeRangeNetworkywhoaredata
junkieshavebeenusingthismethof backing-upince
late2000 Basicallythereisn'ttimein thedayto burnthat
manyCDs!Butas wellas backing-upjoucanusethis
systemto extendthe rangeof data availableon your
systemEorexampleyoucouldholda largdibraryfdata
seton differenharddisk,andplugthe oneyouwantin
when you need it.

Notealsothatthismethodif peoplecanremotdoginto
mount/un-mouttie drive,and using NFS to provide

networlaccessalsoprovides verylowintensitynethod
of backing-upomparedo havingto supervise/manage
CD or tape backups.

We havecomeacrossone problenwiththis systemIf
movingdrive betweermachinesand sometimesvhen
you'veswappedifferendrivesonthesamemachinethe
systensometimelsasproblenmountinghedrive It fails
to recognisghefile formatandalthouglit mountswhat
you get when doing a directory listing is a load of mush.

To solvethisproblenyouhaveto definethefile system

typewhenyoumounthe drive.To do thisyouloginas
rootandusethe full versiormount commandjotthe

abbreviatedersiorthatrefergo the/etc/fstab file

for its parameters. For example, using an ext3 file system:
mount -t ext3 /dev/hdcl /storage

Notethatwegivenotonlythefilesystentype putalsothe
device ID (/dev/hdcl ) and the mount point
(/storage ).

Apartfromthisminorglitch aftera yearof usagewe've
foundthis methodof backingup to be veryuseful.lt's
especiallysefulfor doingoff-sitebackupsecause/ou
canusean oldharddiskto dumpdatato, sealit upin a
static/water proof bag, and store it in another location.
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