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Old hard disks are easy to come by. In the mid-1990s people thought 300 or
600 megabyte hard disks provided massive storage capacity. Today they are
relatively useless on most operating systems (Slackware Linux excepted).
This sheet looks at putting all these old disks to a practical use as bulk
storage devices. For older hard disk the storage capacity is relatively similar
to CD-Rs, but perhaps more expensive if you buy the drives. But when using 
recent, large capacity, hard disks you can achieve storage capacities that are 
cheaper per gigabyte than DVD-R discs.

"Hell is truth seen too late" – John Locke

The concept...

Oneof the greatideasof informationsecurityis
'alwaysback-upyourwork'(seequotefromLocke
above).Butbacking-uprequiresstoragecapacity.
It's alsoa goodideato keepa separateback-up
off-sitesothatif theplaceburnsdownyoustilldon't
losethebulkofyourdata.Buttoday,thequantities
of data are so large that only voluminousor
expensive options are viable to do this.

This'JunkIdea'seekstouseupallthoselittlehard
disksthat slowlyaccretein computershopsand
workshops.Or, if youwantsomeseriousstorage
capacity,youcanusethesameideawiththelatest
harddisk.Whatwedois createa swappablehard
driveona Linuxsystem.Thisharddriveis treated
asif it werea removablemedia,likea CD-ROMor
floppy disk.

Potentially, this creates a huge and highly
redundant storage capacity:
� We can back up data to old disks, just to put

them to good use.
� We can back up to new, large hard disks so that even

the biggest digital video project can be easily held off
the system.

� We can, with large or small disks, hold a large quantity
of data in a small space, making off-site backing-up far
easier.

Tomakethisworkweneedto installa harddisk'rack'or

'caddy'in thesystem.Thiscanbedoneretrospectively,or
whenyou installthe system.Thenwe modifythe file
systemsettingto makethis driveusermountable.This
allowsustomount/un-mountthedrive,forbacking-up,and
thenpowerdownthesystemto swapit withanotherhard
drive when required.Unfortunately,only the most
expensivemotherboardshave'hotswappable'harddrives,
sowehavetopowerdownthesystemeachtimewewant
to changetheharddisk.Ontheplusside,thissolutionis

Copyleft 2003, The Free Range Network page 1 of 4

Relative costs of back-up media

If weonlyconsiderthecostsof themedia(notthedriveit sits
in) then the relative costs of different backing-up options are:

Media Cost, £ Size, MB
Cost/GB

data

Floppy disk £0.40 1.44 £284.00

CD-R £0.50 600 £0.85

CD-RW £2.00 600 £3.41

DVD-R £4.00 3,750 £1.09

DVD-RW £6.00 3,750 £1.64

Small scrap hard drive £5.00 400 £12.80

Large scrap hard drive £10.00 6,440 £1.59

New huge hard drive £75.00 81,920 £0.94

Note: Cost/GB = (1024/Size) * Cost
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notonlyread-write(whereasCD-R/DVD-Rarewrite-once).
The transferratesare higher,and morereliable,than
burning CDs.

Setting up

Tobeginweneedto installa harddiskcaddyin a 5.25"
drivebayandsomespareharddisks(toppicturein the
boxto the right).Thecaddywill cost£6 to £12.But for
new,highcapacitydrivesyoumightwantto getonefor
around£20witha builtin fanbecausethediskscanget
veryhot.Theonlyrestrictionontheharddisksis thesize
of disk your motherboard can handle (see next section).

For thesystempictures,theharddisksarewiredto the
'master'plugon theIDEdrivecable.Toensurethedrive
functionproperlyyoumustsetthesmalljumperconnector
at the rear of the drive. You can then just fit the drive inside
thecaddy(secondpicture)notevena needforscrewsis
the caddy has a good shell.

Thenyoustickthecaddyintotherack(thirdpicture).Most
caddieshavea catch,but somehavesmallkey locks.
Thesecanbe usefulto secureagainsttheunauthorised
removal of the drive whilst in use.

NowwecanconfiguretheLinuxfilesystemto acceptthis
harddiskasa removablemedia.Theoptionwe'retakingis
thatthedrivewillbeunmountedatboottime,andmounted
onlywhenit isrequiredtostoredataupon(inourview,this
is safer as there's less risk of accidental
erasure/corruption).

The first thingto do, beforebootingthe system,is to
modifytheBIOSsettingfortheIDEdrives.Theremovable
driveonthissystemis theSecondaryMaster(seebelow).
Sothatwecanswapdifferentsizesof harddrivewithout
havingto keepchangingtheBIOSsettings,weconfigure
BIOStoauto-detecttheTypeandModeof theSecondary
Masterdrive.Thisallowsthesystemtobootnormallywith
a very wide range of disks being inserted in the disk caddy.
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Drive Caddy Installation
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Next,eitherby installinga Linuxsystem,or bootingthe
systemandlettingit findthedriveat thehardwarecheck,
wegetthenewdriveto installon theLinuxsystem.This
will result in a new line being added to the /etc/fstab
file which controls the Linux file system (see box above).

Whenthedriveis installedwegiveit an arbitrarymount
point,e.g.'rmhd' . Thefirstthingwehavetodoiscreate
a directoryintheLinuxfilesystemtoactasa targetforthe
mountpointof theremovabledrive.On oursystemswe
put it in therootdirectoryandcalledit storage.Wealso
needtogiveit theappropriatepermissions.Wedoall this
as the root user using the commands:
 mkdir /storage
 chmod -R 777 /storage

Wethenedit the /etc/fstab file witha texteditor.
Findthelinethatrefersto theremovableharddriveand
changeit asshownintheboxabove.Notethattheselines
weretakenfroma RedHat7.3 fstabfile – someof the
othershavesubtlydifferentlines,but all workthe same
way.

The modificationmakethe 'hdc'drive– the secondary
masterdrive– mountto the /storagedirectory.Welet it
mountasan'auto'filesystemsothatwecanuseanytype
of file system,Linuxnativeor even Windows,in the
removabledrive.Therestof thelinecontrolsthewaythe
drive is mounted.

If all's well we can mount the drive using the command –
 mount /storage

...and un-mount it using the command – 
 umount /storage

Onoursystemweactuallyconfigurethe/storagedriveto
be exportedas partof the NetworkFileSystem(NFS).
Thisallowsanymachineonthenetworktodumpdatainto
the drive once it's been mounted.The drive can be
mountedfromthesystem/serverit isresidenton,orpeople
can rloginor telnetto the serverand mount/umountit
remotely.Thiswaythedrivecanbe usedforbacking-up
data from across the network.

Configuring the hard disks for use

To makelikesimplewe configureeachharddriveas a

singleprimarypartition.If youput
a new hard drive in the caddy
you'll need to check it's
configurationbeforeuse,working
as the root user,with fdisk .
Youcangetmoreinformationon
usingfdisk fromthe fdisk
man page.

First,youdo is runfdisk with
the command:
 fdisk /dev/hdc

To displaythe partitioninformationenter'p'. You then
deleteany existingpartitionsusing the 'd' command.
Finally,you adda newprimarypartition(partitionno.1)
usingthe 'n' command.To conclude,savethe changes
with the 'w' command (which then quits the program).

Wenowhavea harddrivecontainingonelargepartition,
butwithnofilesystem.Weadda filesystem,of whatever
typeweneed,usingthemkfs command(withhdc asan
example):

� mkfs.ext2 /dev/hdc1  – makes an ext2
filesystem (used on older Linux versions)

� mkfs.ext3 /dev/hdc1  – makes an ext3
journalling filesystem (used on newer Linux versions)

� mkreiserfs /dev/hdc1  – make a Reiser
filesystem, used as the default on some distributions
like SuSE Linux.

In ourtestsona 266MHzPentiumII, anold380MBdisk
formattedwithext2inabout30seconds.A13GBharddisk
formatted with ext3 in about 1 minute.

Onceyou'veformattedtheharddiskit's readyto mount
and use.

Restrictions on disk size

Differenttypesofmotherboardpresentdifferentrestrictions
of themaximumsizeof disktheycanaccommodate.You
havetobeawareofthiswhentryingtoplugdisksintoyour
system.

Many'386/'486-basedsystemshavean absolutelimitof
528MB.Thisis becauseof thelimitationsof theolderIDE
interface(beforeEIDE).Thelate'486sandearlyPentiums
havevariouslimits– either,528MB,2.1GBor4.2GB.You
candoa 'workaround'byfiddlingwiththeBIOSsettingsto
extendthe4GBlimit,butwedon'treallywantto do that
becausewewanttheflexibilityof justdroppingin a disk
without going through BIOS every time.

LaterPentiumI boardsraisedthe limit to 8.4GB– but
there'snoworkaroundto increasethis.PentiumII boards
havevariouslimits.Someearlyonesarestuckat 8.4GB,
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Changes to the /etc/fstab  file

/etc/fstab line for the drive, before modification
LABEL=/rmhd /rmhd ext3 defaults 1 2

/etc/fstab line for the drive, after modification
/dev/hdc1 /storage auto noauto,user,sync 0 0
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whilstlateronescanworkupto 30GBor more.However,
nowthat moredrivesin the 10GBto 20GBrangeare
becomingavailableaspeopleupgradetheirsystems,you
canstill get quitea reasonablestoragecapacitywitha
PentiumII system.If you wanta reallyhugestorage
capacityyou'regoingtohavetogofora PentiumIIIboard.
That'll let you use drives of 160GB to 200GB.

In anycase,if yousetup yoursystemto accepta wide
rangeofsizesaspossible,youcanusewhateverdisksare
availableas junk,or as shopclearance.Thatwayyou
keep storage costs down.

And finally...

Somemembersof theFreeRangeNetwork,whoaredata
junkies,havebeenusingthismethodof backing-upsince
late2000.Basically,thereisn'ttimein thedaytoburnthat
manyCDs!Butas wellas backing-up,youcanusethis
systemto extendthe rangeof data availableon your
system.Forexample,youcouldholda largelibraryofdata
seton differentharddisk,andplugtheoneyouwantin
when you need it.

Notealsothatthismethod,if peoplecanremoteloginto
mount/un-mountthe drive,and using NFS to provide

networkaccess,alsoprovidesa verylowintensitymethod
of backing-upcomparedto havingto supervise/manage
CD or tape backups.

Wehavecomeacrossoneproblemwiththis system.If
movingdrivebetweenmachines,and sometimeswhen
you'veswappeddifferentdrivesonthesamemachine,the
systemsometimeshasproblemmountingthedrive.It fails
to recognisethefileformat,andalthoughit mounts,what
you get when doing a directory listing is a load of mush.

Tosolvethisproblemyouhaveto definethefilesystem
typewhenyoumountthedrive.To do thisyouloginas
rootandusethe full versionmount command,not the
abbreviatedversionthatrefersto the/etc/fstab file
for its parameters. For example, using an ext3 file system:
 mount -t ext3 /dev/hdc1 /storage

Notethatwegivenotonlythefilesystemtype,butalsothe
device ID (/dev/hdc1 ) and the mount point
(/storage ).

Apartfromthisminorglitch,aftera yearof usagewe've
foundthis methodof backingup to be veryuseful.It's
especiallyusefulfor doingoff-sitebackupsbecauseyou
canuseanoldharddiskto dumpdatato,sealit upin a
static/water proof bag, and store it in another location.
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